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JSC DATA REQUIREMENTS DESCRIPTION (DRD)

(Based on JSC-STD-123)


	1.  DRD Title


	2. Date of Current Version
	3. DRL Line Item No.
	RFP/Contract No. 

	Security Reporting Requirements
	04/15/2008
	15
	NNJ09JA01C

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category:  (check one)


	Identifies reporting requirements to JSC Security which affect the contractor’s facility and/or personnel and also ensures compliance with applicable NASA and DOD security regulations involving industrial, information, personnel, and administrative/program security.
	 FORMCHECKBOX 

     Technical

 FORMCHECKBOX 

     Administrative

 FORMCHECKBOX 

     S&MA

	6.  References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	
	

	8.  Preparation Information (Include complete instructions for document preparation)


A.  Provide the following information, in writing (reports, letters, notification), in accordance with the security regulations identified as applicable documents in item C. of this DRD: 

1.  Industrial, Information, & Personnel Security:

a.  Visit request letters for cleared employees.

b.  Annual renewal visit request letters for cleared employees.

c.  Changed conditions affecting the contractor's facility security clearance (i.e., OODEPs-Officers, Owners, Directors & Executive Personnel; FOCI-Foreign Ownership, Control, or Influence, etc.).

d.  Change in a cleared employee's status and/or an employee participating in special access programs such as the Mission Critical Space Systems Personnel Reliability Program (PRP), NASA Resource Protection (NRP) Program, and Information Technology (IT/AIS) Security Program (i.e., name; marital status; citizenship; death; termination of employment or clearance;  different position or work assignment/relocation; employee becomes a representative of a foreign interest, etc.).

e.  Adverse information reports on all non-US employees, employees with personnel security clearances, and employees participating in the NRP, PRP, and/or IT programs at JSC.

f.  Copies of any written reports submitted to the FBI regarding information coming to the contractor's attention concerning actual, probable, or possible espionage, sabotage, or subversive activities at any of its locations.

g.  Security Violations or Incidents including, but not limited to, the following:

(1)  Any loss, compromise, or suspected compromise of classified information, foreign or domestic, shall be reported as follows:

(a)  Initial report --  information obtained during the contractor's preliminary inquiry that confirms that a loss, compromise, or suspected compromise of any classified information has occurred. 

(b)  Final report -- information based on the completed investigation which contains all employee data and relevant facts pertaining to the employee(s) primarily responsible for the incident; statement of corrective action taken to preclude a recurrence; any disciplinary action taken against the responsible employee(s); and specific reasons for reaching the conclusion that loss, compromise, or suspected compromise occurred or did not occur.

   (2)  Any "SBU" (Sensitive But Unclassified) information released outside a contractor's facility, except to NASA representatives.

   (3)  Suspicious contacts -- efforts by any individual to obtain illegal or unauthorized access to classified information and all contacts by cleared employees with known or suspected intelligence officers from any country (or any contact which suggests  that the employees concerned may be the target of an attempted exploitation by the intelligence services of another country.

   (4)  Security equipment vulnerabilities, disposition of classified material terminated from accountability, and/or unauthorized receipt of classified material. 

2.  Administrative/Physical Security:

In compliance with established internal procedures, the contractor FSO or security manager shall submit a "Contractor Termination Letter" to JSC Security for each affected employee which includes certification that the following government property and/or program participation were returned, destroyed, or canceled:

a.  Badge(s).
b.  CAA (Controlled Access Area) Card(s).
c.  Key(s).
d.  Employee's Participation in PRP, NRP, and/or AIS.
3.  Other Reportable Incidents (Information Required)

a.  Felonies committed by contractor personnel. 

b.  Espionage or Sabotage.

c.  Bombing incidents at contractor facilities or threats which severely impact contract or center activities.

d.  Actual demonstrations/strikes (in or outside JSC gates) or planned demonstrations or strikes where violence is threatened involving contractor personnel.

e.  Workplace violence (shootings or other violent acts).

f.  Any type of incident occurring on NASA/JSC property which results in the death of a person.

g.  Security-related incidents in which the media has become involved and negative publicity is expected.

h.  An adverse event in an automated systems environment that would be of concern to NASA management due to a potential for public interest, embarrassment, interruption to computer/network services or protective controls, damage, disaster, discovery of a new vulnerability, etc.

i.  Threats against NASA property and personnel.

j. Threats that shall impact NASA missions.

k. Any other type of incident which might have security implications.

B.  The requested information (reports, letters, notification) identified in A. shall be delivered as necessary, except A.1.b. which shall be delivered on an annual basis.  Delivery instructions are as follows:

1.  Mail/deliver information listed in A.1.a. through A.1.f. to the NASA/JSC Industrial Security Specialist, Mail Code JS4.
2.  Mail/deliver information listed in A.1.g. to the NASA/JSC Information Security Specialist, Mail Code JS4; cc the JSC Industrial Security Specialist.

3.  Mail/deliver information listed in A.2. to the NASA/JSC Badging Manager, Mail Code JS4; cc JSC Personnel Security, Mail Code JS4.
4.  Mail/deliver information listed in A.3 to the NASA/JSC Security Branch Chief, Mail Code JS4.
C.  Applicable Documents

NPD 1600.2, NASA Security Policy.
NPD 1600.3, Policy on Prevention of and Response to Workplace Violence.
NPR 1371.2, Procedure Requirements for Processing Requests for Access to NASA Installations or Facilities by Foreign Nationals or U.S. Citizens Who are Reps of Foreign Entities.
NPR 1600.1, NASA Security Program Procedural Requirements.
NPR1620.3, Physical Security Requirements for NASA Facilities and Property.
DOD 5220, 22-M, National Industrial Security Program Operating Manual (NISPOM).
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