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1. Purpose 
The Information Technology and Communications Directorate (ITCD) provides information management and technology solutions which enable the Goddard Space Flight Center (GSFC) to support the missions and objectives of the National Aeronautics and Space Administration (NASA). 
2. Background

GSFC spends approximately $250 million dollars annually on Information Technology of which approximately $50M is spent on Office Automation, Infrastructure, and Telecommunications.  There are significant challenges in IT management associated with a decentralized IT organization, lack of sufficient visibility into IT spending, immature IT governance, and information security challenges.  To meet these challenges, the Office of the GSFC Chief Information Officer (CIO) is embarking on an effort to consolidate business infrastructure and application development, telecommunications infrastructures, and desktop management.  The GSFC CIO is also a strong advocate and supporter of the complementary efforts to address the similar challenges that NASA has Agency wide.
In the past, each GSFC Directorate was responsible for its own Information Technology (IT) support and has done so through separate contracts.  In 2005, the ITCD was formed with the responsibility of providing all IT support to GSFC in a consolidated enterprise approach.  ITCD wants to evolve to a more efficient performance-based business environment with a reduced set of prime contractors who are fully accountable for integrating and delivering world-class IT services to GSFC and its customers.
3. Scope

In order to develop, integrate, sustain, and manage IT infrastructure and systems, GSFC requires support services in the areas of management and information systems, business infrastructure and applications development, system administration, network design, development, and configuration management under a single integrator.  The GUEST Contractor shall provide labor, hardware/software, equipment and materials required to successfully perform the objectives described in this SOO.  The GUEST contractor will provide GSFC with support for current and evolving IT requirements.   Specific areas of support include: system, web, and database administration; software development and sustaining engineering; enterprise-wide service call center; messaging and collaboration; IT security; configuration, program and asset management; data backup and storage; disaster recovery; specialized network engineering, and surge support for unanticipated elevations in service. 

4. Period and Place of Performance

The effective ordering period is for five years. The services specified by this contact shall be performed at the following location(s): NASA GODDARD SPACE FLIGHT CENTER, GREENBELT, MARYLAND; WALLOPS FLIGHT FACILITY, WALLOPS ISLAND, VA;  and CONTRACTOR'S FACILITIES.   
5. Program Objectives

5.1. Enhance and Enable the GSFC Mission 

Deliver to GSFC a flexible, responsive operating platform of IT services, including service levels and associated metrics that can be accessed from anywhere in the enterprise, and provides value-added tools and capabilities for accomplishing the GSFC mission.

5.2. Increase Organizational Efficiency

Consolidate enterprise IT support into a single integrated contract vehicle that is cost-efficient, streamlined, responsive to change, proactive and ensures maximum continuity in operations.  Coordinate effectively and proactively with the Network Operations and Desktop Services Program contractor(s) to ensure operational continuity and clear performance accountability.

5.3. Leverage Existing GSFC IT Environment

To the maximum extent practicable, leverage and incorporate existing GSFC systems and assets into new and modified IT solutions to promote cost efficiency, schedule responsiveness, and optimal return on previous GSFC IT investments. 

5.4. Establish and Enhance GSFC Corporate Identity

Promote and provide a GSFC corporate identity that conveys a common “look and feel” and is consistently sustained and scaled through a common set of high quality, repeatable IT processes throughout the organization. 

5.5. Capitalize on Industry Best Practices and Innovation

Research, identify, implement and maintain industry best practices, standards and innovation while ensuring compliance with applicable Federal and NASA policies and regulations. 

5.6. Support to Future Initiatives and Evolutions

Ensure an active and viable partnership between the Contractor, the ITCD, and their customers in anticipating and responding to future initiatives, NASA  Chief Information Officer (CIO) mandates, and technology evolutions that will further the ITCD vision of being recognized as the GSFC provider of choice for progressive, technologically advanced information solutions. 

5.7 Reduce Costs

As is the case throughout the Government, the ITCD is facing shrinking budgets without the corresponding relaxation of service expectations.  As such, the ITCD is looking to significantly reduce the cost of the existing IT services while at least maintaining the level of service it currently enjoys.

6. Enterprise Services Objectives

Establish Information Technology Infrastructure Library (ITIL) version 3.0 process and Information Technology Service Management (ITSM) ISO/IEC20000 Service Management practices that deliver value to the customer and stakeholders by facilitating the outcomes that customer want to achieve through ITIL IT  service lifecycle approach that emphasizes the importance or coordination and control across the various functions, processes and systems necessary to manage the full lifecycle of GUEST IT services.

Establish service strategies that provide guidance on how to design, develop, implement, measure, and manage services that set the objectives and expectations toward serving customers.

6.1. Enterprise Customer Support Services

6.1.1. Enterprise Service Desk/Call Center

Provide and maintain an Enterprise Service Call Center for recording, triaging, troubleshooting, resolving and/or redirecting all incidents and service requests, as well as assisting with general information, questions, complaints or comments with the capability to communicate with the Enterprise Service Call Center by: voice, email, fax, and web interfaces.  

Provide incident, and standard service requests processes (Tier 1) integrated with service level management, change management, problem management, and configuration management processes (Tier 2 and 3) to ensure the restoration of services as quickly as possible.  Ensure the software application(s) supporting the Enterprise Service Call Center solution is industry-proven, open, non-proprietary, and COTS-based.  Enable personnel ( i.e., service level managers, process owners, system administrators, network operators, etc.) access to Enterprise Service Call Center processes and management in order to enable customers to fulfill their respective mission. 

Incident Management produces consistent record classification and data for trending in support of problem identification.  Once Incident Management can reliably produce this level of output, the data can be trusted to support the implementation of Problem Management. Organizations approach implementation of this process in a typical pattern.

Provide problem resolution that minimizes the adverse impact of Incidents and problems on the business that are caused by errors within the IT Infrastructure, and to prevent recurrence of incidents related to these errors.   Problem management seeks to reactively and proactively find the root cause of problems, initiate corrective action, and permanently reduce number and severity of incidents and problems by identifying improvements in the infrastructure

Reporting to identify areas for improvement through recommended Systems Improvement Plan (SIP)

6.1.2. Training and Outreach

Develop and perform timely customer training for GSFC enterprise applications, ensuring the customer’s success in using the applications.  Provide timely notification of planned and unplanned outages for system maintenance, augmentation or degradation of applicable IT resources.  Notification shall be tailored to ensure maximum comprehension by GSFC multiple customer base (e.g. system administrator, senior management, etc.).  Establish an outreach program that supports all aspects of Agency and GSFC IT products and services, including but not limited to, general user security awareness training, system administration best practices, Public Key Infrastructure and HSPD-12.  

6.1.3. Enterprise System Administration

Perform enterprise operations and maintenance ensuring desktop, server and application performance and availability.  Proactively monitor enterprise systems, responsively communicate and report issues, resolve escalated customer requests, and provide engineering solutions to system problems.

6.1.4. Enterprise System Hosting

Provide full service hosting support for the GSFC Data Center.  This environment contains a complex array of over 200 applications, spanning multiple platform types, and relational database management systems, including Microsoft SQL, Sybase SQL, Oracle, and Adabas.  

Provide enterprise web and application hosting services in order to ensure responsive and reliable domain and enterprise systems performance and availability.

6.1.5. Enterprise Data Center Services

Proactively plan, design, implement, test and deploy new enterprise systems and modernize existing systems, as authorized by the Government.  Assist in defining enterprise architecture standards. Ensure system designs are interoperable with the enterprise architecture and other enterprise applications. Provide System Improvement Recommendations (SIRs) for system operations to ensure reliability, performance, capacity, and optimal resource utilization. 

6.1.6. Enterprise Test Environment 

Develop, host, and manage an Enterprise Test Environment, separate from the production environment, in order to ensure proper validation of individual and enterprise systems and applications prior to deployment to the production environment.

6.1.7. Systems / Services Monitoring and Maintenance

Identify potential or actual system failures through proactive system monitoring to prevent or remedy same.  Record systems performance data for performance metrics purposes. 

6.1.8. Enterprise Database Administration Services

Perform effective database design, testing, implementation and maintenance in order to responsively support GSFC enterprise applications.

6.2. Systems Analysis Support

Provide comprehensive analytical support to determine new requirements for existing enterprise systems, capabilities, and business processes in accordance with Agency and GSFC IT Strategic Direction.  Implement and maintain processes for proactively identifying, researching, and recommending new technologies and capabilities that will eliminate duplication, increase organizational efficiency, improve customer satisfaction, and capitalize on industry best practices.   Provide System Improvement Recommendations (SIRs) for new technology initiatives. 

6.3. Data Backup and Storage 

Ensure data backups are accomplished in a timely, effective, and consistent manner. Coordinate with the customers to ensure efficient use and availability of resources and the survivability of data. 

Maintain the enterprise data storage solution in order to ensure efficient use and availability of resources and the survivability of data consistent with Federal and NASA Archive and Records Management Policies. Ensure compatibility with environments that have dynamic and evolving data storage initiatives. 

6.4. Continuity of Operations
Provide comprehensive Continuity of Operations (COOP) and disaster recovery (DR) planning, testing, and activation support to ensure coordinated and responsive restoration of operations.  Develop, test and implement procedures for data restoration at the COOP site. Ensure Contingency, Risk Management, and Security Plan alignment. 

6.5. Asset Management

6.5.1. Logistics

Provide efficient and effective receipt, storage, issue, delivery, and disposal of equipment and software.  Ensure excessed hardware are managed and secured in accordance with all applicable Federal and NASA policies and regulations. 

6.5.2
Installation

Provide and maintain an installation program that ensures properly configured systems, continuity of user operations, fully-functional applications, and appropriate coordination with the Enterprise Service Call Center, network operations and desktop services support staffs.  Provide customer training to ensure successful operations of new systems and equipment. 

Ensure installed operating system images comply with prevailing Federal and NASA policies and regulations.  

6.5.3 Change Management

Provide effective and efficient Change Management processes to ensure changes are recorded through establishing formal communications and applied to all services and configuration items throughout the service lifecycle.  Establish process models to handle different type of change such as standard and emergency changes and that are integrated with other service management processes to establish traceability of change, detect unauthorized change and identify change-related incidents.

6.5.4 Configuration Management

Provide effective and efficient Enterprise Configuration Management (CM) to assure input of asset management-related CM information. This includes developing, maintaining, coordinating, documenting and storing configuration records for use across the GSFC Enterprise.  Ensure the Configuration Management System solution that is industry-proven, open, non-proprietary, and COTS-based.   Ensure that CM is aligned and complies with NASA and GSFC policies, regulations and directives.

6.5.5 Deployment and Release Management 

Employ clear and comprehensive release and deployment plans that enable customers and business plans to align their activities with the plans that minimize unpredicted impact on the production services, operations, and support organization.  Ensure customers, users and service management are satisfied with the service transition practices and output, for example, user documentation and training.  This activity is responsible for the planning, design, build, configuration, and testing of all software and hardware to create a release package for the delivery of, or changes to the applicable service.

6.5.6 Inventory Management

Implement and maintain an inventory and asset management solution for hardware and software that ensures accurate and efficient asset accountability across the GSFC enterprise. The inventory management system must be accessible by customers from anywhere within the GSFC enterprise.  Ensure the software application supporting the solution is industry-proven, open, non-proprietary, and COTS-based. Provide guidance to and coordination with enterprise network support staff and network operations, and desktop service staff to ensure accurate and consistent use of the inventory management solution.  

Ensure timely and effective reporting and coordination of property management accountability incidents in accordance with prevailing NASA property management policies.    

Provide the Government an initial property inventory baseline at the start of the contract and bi-annual updates reflecting baseline changes. 

6.6 Application Services 

6.6.1
Enterprise Back-Office Services

Provide centralized Back-Office Services that focus on infrastructure systems supporting office automation and collaborative services.  These systems are included in the ITCD Data Center services.  Provide GSFC IT Back Office products, services, processes and procedures in a manner that increases centralization, standardization and integration with evolving centralized and standardized GSFC and Agency initiatives.  Ensure alignment of Back Office Services with Technical standards and the Enterprise architecture, and with NASA CIO and Federal directives.

Manage Back Office Services to consistently reduce costs.  Comply with NASA, GSFC, and Federal regulatory standards.  Follow Configuration Management and Change Control procedures.  Define and practice life cycle management of Back Office Service hardware and software based on industry best practices.  Maintain asset management of Back Office hardware and software.

Decommission services and associated servers consistent with transfer of Center supported services to Agency services.  Provide training and/or documentation for services that Goddard employees use in an interactive manner.  Provide documentation that is accurate, complete, and easy to use.

Submit responses to all Agency CIO report and data call requirements.


Collaborate with NASA Enterprise Wide technical working and support groups to understand and align with Agency IT initiatives, as well as, isolate and troubleshoot interfaces to ensure GSFC customer satisfaction.

6.6.2 Business Application Development

Provide application development services and sustaining engineering support in a timely, innovative, efficient, and quality support services for the purpose of meeting the business information services requirements of GSFC and NASA as required.  Partnering with the ITCD and customers, the Contractor will provide business re-engineering consultation services to understand customers requirements and make business decisions that are aligned with Agency and Center Strategic Business needs; build and sustain strong customer relationships; and prepare the Center to meet future business information needs through the investigation and implementation of essential technologies.  In addition, the contractor will support Goddard-developed Agency-wide applications, as well as, understand Agency-wide IT initiatives and their relationship to GSFC applications.

6.6.3 Property Management

Effectively coordinate all hardware and software inventory changes with Asset Management (SOO 4.5) to ensure proper and accurate accountability.

6.7 Specialized Engineering Services

Plan, design, implement, test, and deploy new systems, and modernize existing systems. Ensure system designs are interoperable with the enterprise architecture and other business applications. Participate in the definition of enterprise architecture standards. Provide System Improvement Recommendations (SIRs) for system operations to ensure reliability, performance, capacity and optimal resource utilization. 

6.8 Server and Systems Administration 

Perform operations and maintenance ensuring desktops, workstations, servers, applications and other IT resources performance and availability.  Proactively monitor systems, responsively communicate and report issues, resolve escalated customer requests, and provide engineering solutions to system problems.  Provide security services for the protection of information systems and information content (at rest, in use and in-transit) in accordance with Federal, Agency, Center information assurance policies and procedures.

6.8.1 Systems Application Administration

Perform operations and maintenance to ensure application performance and availability.  Provide effective and timely coordination with Enterprise Support Center to ensure successful resolution of maintenance requirements. Proactively monitor systems and responsively communicate and report issues. 

6.8.2 Engineering Services

As directed, plan, design, implement, test and deploy new systems and modernize existing systems. Ensure system designs are interoperable with the enterprise architecture and other business applications. Assist in defining enterprise architecture standards. Provide System Improvement Recommendations (SIRs) for system operations to ensure reliability, performance, capacity and optimal resource utilization. 

6.8.3 Systems Analysis Services

Provide comprehensive analytical support to determine requirements for new and existing systems, capabilities and business processes.  Implement and maintain processes for proactively researching, identifying and recommending new technologies and capabilities that will eliminate duplication, increase organizational efficiency, increase customer satisfaction and capitalize on industry best practices.   Provide System Improvement Recommendations (SIRs) for new technology initiatives.
7.0 Security Services Program Objectives

7.1 Program Support

Provide security measures for information and information systems that support the mission, operations and assets of GSFC and the Agency.  Develop and adapt new processes, procedures, and capabilities to meet emerging IT security policy requirements, threats and vulnerabilities.  Participate in the development of Information Security Services (ISS) program metrics to measure and review its policies, procedures, and processes to validate their effectiveness and to ensure compliance with current GSFC, NASA and Federal policies and guidance.  Recommend information security policies, standards, operating procedures, technical guidance, and other appropriate security directives, guidance and procedures.   Identify industry best practices in the information security, and implement new approaches to meet the emerging security needs of GSFC.  

7.2 Vulnerability Scanning 

Perform vulnerability scanning activities across the administrative (non-mission) information system assets of GSFC and those used by, provided by or managed by GSFC contractors and partners.  Reduce or eliminate detected vulnerabilities, eliminate false positives, and manage host configuration for secure operations and elimination of reported vulnerabilities.  Use Agency mandated tools, meet Agency, GSFC and ITCD reporting requirements, and maximize availability of tools and assessments reports to Center IT security personnel.  Perform vulnerability scanning which minimizes impact to daily GSFC IT operations and without impact to critical operations.  

7.3 Patch Management
Provide effective, accurate, and timely information system patch management using the Agency mandated patch management tool.  Meet patch management reporting requirements.  Maintain accessible reports of the current statistics and trends in achieving Agency and Center configuration standards compliance. 

7.4 Incident Response and Resolution

Ensure timely and effective identification, isolation, containment and coordination of security incidences in compliance with prevailing NASA security policies.  Enhance the security profile of information systems at GSFC through the provision of intrusion/malware incident response services.  Maximize the availability of GSFC IT resources, and ensure the integrity of data transferred to/from and stored on GSFC systems.  Capture data from compromised systems and media, generate analysis and reports of intrusion of systems, and retain records of compromised systems and media sufficient to support Office of Human Capital Management, Office of the Inspector General, GSFC Counter Intelligence, and other law enforcement actions, investigations or prosecutions.  Support enforcement activities as required. Security clearance at the secret level is required for intrusion incident analysis and investigation
7.5 Identity Management 
Provide services for the integration of Agency secure identity applications (e.g., HSPD-12) with Center programs, projects, systems, and customers.  Serve as an accessible expert resource for secure identity authentication and user/account association methods and applications supporting Center programs and projects, as well as for sensitive data encryption standards compliance, encryption application, and customer installation and problem resolution.  Provide GSFC Information Technology Security Managers with accurate and timely notice of incidents of the lack of use of Agency-approved encryption of Sensitive But Unclassified materials, where materials are transferred by electronic means.

8 Solutions for Enterprise-Wide Procurement Program (SEWP) Support

8.1 Business Support

Provide general business support to the Solutions for Enterprise-Wide Procurement Program.  Participate in strategic planning, customer outreach, contracting/procurement, operations, training, and education.  Define and execute marketing strategies.  Perform research, analysis, and evaluation of a variety of technical, policy, procedural, administrative and managerial issues.  Address and resolve complex customer issues. Provide monthly status reports to SEWP program manager.
8.2 Financial Management Support

Manage the operations of the SEWP Working Capital Fund (WCF).  Provide advice on the interpretation of WCF regulations and impact on SEWP Program operations. Prepares comprehensive written reports and presents briefings and presentations to management on WCF adaptation to the agency’s integrated financial management system. Monitors the cost and revenue process for the program and takes all appropriate action to ensure that SEWP program and the WCF remain in compliance with the internal and external audits. Ensure the accuracy of multi-year budget reports for agency level and OMB review.  Ensure SEWP financial operation policies are compliant with agency regulations and WCF legislation.  Provide monthly status reports to SEWP program manager.

9 Program Management and Common Support 

9.1 Policy Implementation

Develop and maintain applications and systems in accordance with prevailing Federal and NASA policies to ensure confidentiality, integrity and availability.

9.2 Risk Assessment and Mitigation

Implement and maintain risk management processes and procedures that ensure adherence to NASA and GSFC/ITCD organizational security programs and adequately protects enterprise and domain infrastructure. Analyze and recommend security protection and management processes and technologies to mitigate application/system risk and implement as directed by the Government.

9.3 Program Management and Control

9.3.1 Program Leadership

Provide effective and qualified management and leadership empowered to make timely decisions, engage company resources and to successfully resolve issues with other associate contractors. Provide effective management of subcontractors to ensure customer and mission support is responsive, efficient and transparent to GSFC users.  Ensure coordination and interface with relevant government and contractor support teams across the internal and external stakeholder organizations. Identify and reduce redundancies across the enterprise.  Analyze Agency, Center and ITCD IT goals, objectives, and evolutions in technology in order to assure alignment of GUEST Contractor initiatives with GSFC and NASA strategic plans and objectives. Provide effective and proactive communication and coordination with Network Operations and Desktop Services contractors in order to ensure clear performance accountability and successful mission accomplishment. Keep the Government proactively informed of significant issues and concerns.

9.3.2 Transition Planning and Assessment 

Provide on-going planning and assessment of IT consolidations, migrations and relocation of users and systems and provide findings and recommendations to the Government. Provide System Improvement Recommendations (SIRs) for proposed transition initiatives. 

9.3.3 Human Resource (HR) Management

Recruit and retain sufficient qualified and appropriately security-cleared personnel resources in order to satisfy performance objectives and respond in a timely manner to shifting priorities or competing initiatives. 

9.3.4 Schedule Management  

Provide a schedule management process in order to ensure on-time delivery of contract requirements.  

9.3.5 Metrics and Service Level Agreement (SLA) Reporting and Management

Provide processes, practices, tools and techniques for developing, implementing, capturing and reporting SLA metrics in order to assist the Government in monitoring the performance of the contract. 

9.3.6 Quality Assurance 

The solution provider must have a demonstrable focus on quality. The solution provider shall create and follow strict guidelines for quality control. These guidelines will ensure the stability and reliability of the data, technology, and processes that compose the GUEST solutions. The solution provider shall ensure that all components of the GUEST solution follow these guidelines.  The vendor shall demonstrate quality control in terms of policy, processes and procedures in accordance with industry standard certifications such as  Capability Maturity Model Integrated (CMMi) Level 3 or ISO/IEC20000. To the extent required, the vendor must provide a timely, thorough, and accurate response to ad hoc requests.

10 Initial Transition Objective

During the initial 30-day phase-in period, the GUEST Contractor is not fully accountable and responsible for successful performance of all objectives and requirements on the contract.  Ensure all existing and applicable services and support are successfully transitioned from existing ITCD incumbent contractors to the GUEST Contractor within 30-days after notice-to-proceed on the contract in accordance with the Contractor’s Initial Phase-in Plan.  Ensure no significant disruptions to customer services and support during the transition period.  

11 Surge Support

Provide efficient and timely task and delivery order execution for COOP activation plans and unanticipated surge requirements. 
7. Operational Constraints
The SOO provides contractors with maximum flexibility to conceive and propose innovative approaches and solutions. However, in some cases, there may be constraints that the government must place on those solutions.  The following specifications, standards, policies and procedures represent the constraints placed on this acquisition. All documents listed are mandatory, as applicable.  Applicability is as defined in the document. The most current version of the document at the time of Task Order issuance will take precedence.  The list is not all-inclusive. Other documents required for execution of tasks issued under GUEST will be cited in the relevant task order.  Web links are provided wherever possible.  

 NASA Enterprise Standardization

NASA Policy Directive, NASA Enterprise Architecture, Dec 2005 http://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPD&c=2830&s=1
NASA Procedural Requirements 2830.1, NASA Enterprise Architecture Procedures, Feb 2006 http://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=2830&s=1

NASA Interim Directive Information Technology Security and Efficiency Requirements NM-2810-64, May 2008 - See GUEST Library section 4.8

GSFC Desktop Transition Plan - See GUEST Library section 4.8

MINIMUM INTEROPERABILITY SOFTWARE SUITE, July 2007 NASA-STD 2804K (Rev L in formulation) http://standards.nasa.gov/public/public_detail.taf?Documents_uid1=1594&doc_name=NASA-STD-2805
MINIMUM HARDWARE CONFIGURATIONS, July 2007 NASA-STD-2805K (Rev L in formulation) http://standards.nasa.gov/public/public_detail.taf?Documents_uid1=1595&doc_name=NASA-STD-2805
Outsourcing Desktop Initiative @ NASA (ODIN) http://www.odin.nasa.gov/
NASA Identity and Access Management Infrastructure

NASA is implementing an Agency-wide Identity and Access Management Infrastructure, and GSFC will be migrating applications from local and GSFC-based identity and access management infrastructures to the Agency infrastructure from 2008 – 2011.  Major components of the Agency infrastructure and requirements for migration are addressed in the draft Application Integration Standard (AIS) – available at http://nise.nasa.gov. (Restricted access)  See GUEST Library section 3.2 for the AIS.
The NASA Integrated Services Environment (NISE) provides much of the Identity and Access Management Infrastructure.  The NISE website (http://nise.nasa.gov) contains information including milestone review documents for the component projects, points of contact, and general information.

New Identity vetting requirements for IT Remote Users are being instituted as part of the migration to the Agency infrastructure.  These requirements will impact applications that have IT Remote users.  The vetting requirements are contained in NASA Procedural Requirement 1600.1, NASA Security Program Procedural Requirements w/Change 1 (11/08/2005) – http://nodis-dms.gsfc.nasa.gov/restricted_directives/displayDir.cfm?Internal_ID=N_PR_1600_0001_&page_name=main (restricted access).  Impacts on system/application owners are addressed in the Application Integration Standard. NASA Integrate Services Environment (NISE).
NASA Agency Website Registration System – See GUEST Library Section 3.2
GSFC IT Governance Strategy – See GUEST Library Section 3.
GSFC IT Transformation – See GUEST Library Section 3.2.

ITCD Project Management Framework  - See GUEST Library Section 4.6.2
Knowledge Management

NASA Knowledge Management Implementation Plan (Draft).  NASA KM Strategic Plan outlines five goals that challenge our most basic institutional business processes and policies for IT and information management (IM):
Goal 1 -Adopt governance and cultural changes to become a knowledge-based organization

Goal 2 -Integrate Knowledge Management (KM) concepts and best practices to promote the knowledge-based force

Goal 3 -Manage the infostructure as an Enterprise to enhance capabilities and efficiencies

Goal 4 -Institutionalize InsideNASA as the enterprise portal to provide universal, secure access for the entire Agency
Goal 5 -Harness Human Capital for the knowledge-based organization

Active Directory

NASA Consolidation of Active Directory (NCAD) – See GUEST Library section 4.1.5
NASA-STD-2801b  NASA Strategy for an Enterprise Windows Architecture draft - See GUEST Library section 4.1.5

NASA Information Assurance

NASA Procedural Requirements 2810.1A, Security of Information Technology, May 2006 (New version in formulation) http://nodis-dms.gsfc.nasa.gov/restricted_directives/displayDir.cfm?Internal_ID=N_PR_2810_001A_&page_name=main – See GUEST Library IT Security section
Information Technology Security Standard Operating Procedures (ITS-SOP) – (Restricted to NASA Domains) – See GUEST Library in IT Security Section
Information Assurance – NIST Policy and Guidelines

Guide to Information Technology Security Services NIST Special Publication 800-35. October 2003, http://csrc.nist.gov/publications/nistpubs/800-35/NIST-SP800-35.pdf
Guide to Selecting Information Technology Security Products NIST Special Publication 800-36. October 2003, http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
Guide for the Security Certification and Accreditation of Federal Information Systems Special Publication 800-37. May 2004, http://csrc.nist.gov/publications/nistpubs/800-37/SP800-37-final.pdf
Recommended Security Controls for Federal Information Systems. February 2005, http://csrc.nist.gov/publications/nistpubs/800-53/SP800-53.pdf
Annex 1: Consolidated Security Controls-Low Baseline (.pdf)

Annex 2: Consolidated Security Controls-Moderate Baseline (.pdf)

Annex 3: Consolidated Security Controls-High Baseline (.pdf)

 Smart Cards
Government Smart Card Interoperability Specification. Version 2.1 – 16 July 2003, http://csrc.nist.gov/publications/nistir/nistir-6887.pdf
 Wireless

Security Requirements for Cryptographic Modules (FIPS PUB 140-2). 3 Dec 2002, http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
FIPS 140-1 and FIPS 140-2 Cryptographic Modules Validation List. 15 Mar 2005, http://csrc.nist.gov/cryptval/140-1/1401val.htm
Wireless LAN Security Framework Addendum To The Wireless Security Technical Implementation Guide (DRAFT). 10 February 2005, http://iase.disa.mil/wireless/wlan-security-framework-addendum-v2r0.doc
Section 508

Section 508.  http://www.section508.gov
Section 508 – Electronic and Information Technology.  21 December 2000, http://www.usdoj.gov/crt/508/508law.pdf
Desktop and Portable Computer (1194.26). 1 August 2001, http://www.access-board.gov/sec508/guide/1194.26.htm
 Energy Star

President Issues Executive Order Regarding Energy-Efficient Use of Power Devices in Federal Facilities. 31 July 2001, http://www.gsa.gov/Portal/gsa/ep/contentView.do?noc=T&contentType=GSA_BASIC&contentId=16909
Computer – Key Product Criteria. http://www.energystar.gov/index.cfm?c=computers.pr_crit_computers
Printer and FAX machines – Key Product Criteria. http://www.energystar.gov/index.cfm?c=scanners.pr_crit_scanners
Areas for Forthcoming or Envisioned Policies and Guidance

NASA Level

Network Consolidation

Data Center Server Consolidation

ODIN II

Enterprise Application Competency Center

NASA/GSFC CIO STRATEGIC VISION, MISSION AND GOALS AND OBJECTIVES

DRAFT - Information Technology Strategic Plan, June 2008.  See GUEST Library 3.2.
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