
ATTACHMENT “A”

Statement of Work

1.0 Overview

The National Aeronautics and Space Administration (NASA) at Marshall Space Flight Center (MSFC) has tasked the Unified NASA Information Technology Services (UNITeS) team to conduct a competitive procurement for a Professional Services Contract in support of the NASA Internet Protocol Address Management (IPAM) project as a part of the NASA Integrated Information Infrastructure (NIII) Program.  

NASA established the NASA Integrated Information Infrastructure program to support the agency’s vision for secure, highly reliable, and interoperable information systems in support of all NASA operations.

Successful implementation of the IPAM solution will enable NASA's programs and projects to more efficiently perform their work and thus accomplish the following objectives:

· Develop a hierarchical and consistent method of management, including processes, procedures, and policies, for Internet Protocol version 4 (IPv4) addresses, Internet Protocol version 6 (IPv6) addresses, and Autonomous System Numbers (ASNs) throughout the NASA Agency.

· Determine internal versus external IP address space for the Agency.

· Track and report on utilization of IPv4, IPv6, and ASN in both the NASA agency and NASA’s partners.

· Provide ability for long-term, greater than five years, operational capability without excessive, greater than 0.5 FTE of incumbent contractor(s), maintenance and support.

· Provide a Commercial Off-The-Shelf (COTS) solution that will map IP address space to IT systems, location, and assigned or authenticated user and provide reporting capabilities of the recorded mapping data for at least 120 days.

· Provide an authoritative source for the management of IP address space and ASNs within NASA, its partners, and external sources.

The professional services that UNITeS wishes to procure will provide support to the IPAM project in three (3) areas:

· Architecture and design support

· Transition support, including data preparation and validation

· Third level technical support

Under this acquisition, the selected vendor is expected to perform the duties between October 1, 2008 and no later than September 30, 2009. It is the goal of UNITeS to obtain an established vendor with a history and track record of providing expertise in the discovery, design, and deployment of IP address management consulting services and solutions within the NASA Agency.

2.0 Abbreviations
The following table lists abbreviations utilized within this Statement of Work (SOW).  It is incumbent upon the vendor to understand each abbreviation and its definition or relevant terminology before submitting a response to this SOW.

	ABBREVIATION
	DEFINITION

	AD
	Active Directory

	APNIC
	Asia Pacific Network Information Centre

	ARC
	Ames Research Center

	ARIN
	American Registry of Internet Numbers

	ASN
	Autonomous Systems Numbers

	BGP
	Border Gateway Protocol

	BIND
	Berkeley Internet Name Domain

	CCIE
	Cisco Certified Internetworking Expert

	CCNE
	Cisco Certified Network Engineer

	CDR
	Critical Design Review

	COTS
	Commercial Off The Shelf

	DFRC
	Dryden Flight Research Center

	DHCP
	Dynamic Host Configuration Protocol

	DNS
	Domain Name Service

	DNSSEC
	DNS Security Extensions

	eBGP
	Exterior Border Gateway Protocol

	EIGRP
	Enhanced Interior Gateway Protocol

	FAR
	Federal Acquisition Regulations

	FIPS
	Federal Information Processing Standards

	GPG
	GNU Privacy Guard

	GRC
	Glenn Research Center

	GSFC
	Goddard Space Flight Center

	HQ
	NASA Headquarters

	HSPD
	Homeland Security Presidential Directive

	HTTP
	Hyper Text Transfer Protocol

	HTTPS
	Hyper Test Transfer Protocol over Secure Socket Layer

	HTML
	Hyper Text Markup Language

	iBGP
	Interior Border Gateway Protocol

	ICMP
	Internet Control Message Protocol

	IOS
	Intenetwork Operating System

	IP
	Internet Protocol

	IPAM
	Internet Protocol Address Management

	IPv4
	Internet Protocol version 4

	IPv6
	Internet Protocol version 6

	ISC
	Internet Systems Consortium

	IT
	Information Technology

	JNCIE
	Juniper Networks Certified Internet Expert

	JPL
	Jet Propulsion Laboratory

	JSC
	Johnson Space Center

	KSC
	Kennedy Space Center

	LaRC
	Langley Research Center

	LDAP
	Lightweight Directory Access Protocol

	MAF
	Michoud Assembly Facility

	MSFC
	Marshall Space Flight Center

	MTU
	Maximum Transmission Unit

	NASA
	National Aeronautics and Space Administration

	NAT
	Network Address Translation

	NIII
	NASA Integrated Information Infrastructure

	NISN
	NASA Integrated Services Network

	NIST
	National Institute for Standards and Technology

	NPG
	NASA Procedural Guideline

	OMB
	Office of Management and Budget

	ORR
	Operational Readiness Review

	OS
	Operating System

	OSPF
	Open Shortest Path First

	PCR
	Post-Completion Review

	PDR
	Preliminary Design Review

	PGP
	Pretty Good Privacy

	RIP
	Routing Information Protocol

	RIPE NCC
	Réseaux IP Européens Network Coordination Centre

	RMON
	Remote Monitoring

	SAR
	System Acceptance Review

	SMTP
	Simple Mail Transfer Protocol

	SNMP
	Simple Network Management Protocol

	SOW
	Statement of Work

	SQL
	Structured Query Language

	SSC
	Stennis Space Center

	SSH
	Secure Shell

	SSL
	Secure Socket Layer

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol

	UML
	Unified Modeling Language

	UNITeS
	Unified NASA Information Technology Services

	VPN
	Virtual Private Network

	WSC
	White Sands Complex

	WSTF
	White Sands Test Facility

	XML
	Extensible Markup Language


3.0 Description of Work

The tasks contained in this Statement of Work (SOW) consist of providing Senior Consultant support for NASA’s Internet Protocol Address Management (IPAM) solution.  These consultant tasks include, but are not limited to, Analysis (Interpretation), Design, Testing, Training, Deployment, and Troubleshooting support performed by the labor categories listed in Section 4.0.  All task products including ideas, designs, presentations, discovery data, documentation, and software modifications will be the property of NASA or its designees.

3.1 Lifecycle, Quality, and Processes
3.1.1 Lifecycle and Quality Management
The effort requires active participation in lifecycle management policies and procedures that include a variety of coordination, planning, and review meetings.  These management requirements include the creation and maintenance of the appropriate quality records in conformance with ISO, NIST, and FAR standards and regulations. Vendors should supply their experience and approach how they will address the lifecycle and quality management requirements. 

3.1.2 Process Improvement 
The vendor will also be required to participate in any continuous process improvement programs that are classified by UNITeS management as being mandatory for all UNITeS groups.

3.2 Solution Architecture and Design
The vendor shall provide at least one (1) Senior Consultant to fulfill the role of Architect.  The Architect shall assist NASA with analyzing new requirements and report on changes needed to the current IPAM architecture and sub-system designs.  Additionally, the vendor shall recommend changes to the current IPAM architecture and sub-system design based on industry and vendor best practices. The Architect will not be required to perform the described duties on-site at MSFC.

3.3 Transition Support
3.3.1 Installation, Configuration, Customization, and Testing (ICCT)
3.3.1.1 Installation and Configuration
The seller shall assist UNITeS/NASA in the identification of requirement gaps during the solution vendor’s installation and configuration of the IPAM, DNS, and DHCP software.  Identification and verification of requirement gaps shall include comparing the installation and configuration of the system to architecture, system engineering management plans, drawings/schematics, interface Additionally, the vendor shall provide any best practices on installation or configuration of the vendor’s solution to supplement information provided by the vendor.  

3.3.1.1.1. Documentation
The seller shall be responsible for ensuring updates are made to existing architecture and system documentation and for overseeing the creation of any engineering documents to ensure compliance with existing IPAM and NASA standards, policies, and approved architecture.

3.3.1.1.2. Configuration Management
The seller shall participate in the IPAM change control board and review requested changes for compliance with existing IPAM and NASA policies, standards, and architectures.

3.3.1.2 Training
The seller shall provide all necessary training materials and costs for the seller’s personnel performing work under this SOW.   Training costs incurred include time dedicated to a training class, travel expenses to and from training locations, required training materials, certifications, and supplemental or optional training material. 

3.3.1.3 Custom Development

The seller shall assist UNITeS in developing decision packages, cost estimates, design specifications, testing plans and procedures, and necessary statements of work for customizations to the IP Address Management (IPAM) system in order to fully meet the IPAM project requirements. 

3.3.1.4 Testing
The seller shall provide the capability to manage the planning and execution of IPAM system tests including the test plan, testing procedures, test configuration, and test verification.  The seller shall team with UNITeS/NASA to perform test validation and report on the acceptance and failure rate of the test sets.  The seller shall perform and review test discrepancy reports (TDRs) for defects found during test.  TDRs must be evaluated for defect verification and validation, include a suggested corrective action, and be provided to the project manager for further project impact analysis.  If a change is approved to the system IAW Section 3.3.1.1.2 (“Configuration Management”), the seller shall direct appropriate regression testing to ensure that the configuration change has not introduced new defects into the system. 

3.3.2 Migration
3.3.2.1 Transition Planning
The seller will lead UNITeS/NASA in migration preparedness including planning, validation, and verification of migration procedures, completion of the migration checklist(s), and informal internal reviews.  The seller shall support the Operational Readiness Review (ORR) as detailed below in Section 3.3.2.3 

As part of the transition planning process, the seller shall lead the effort to assemble a local-specific kick-off meeting no later than two months prior to each local transition.  The kick-off meeting shall focus on communicating the transition plan, migration process/procedures, integrations, and migration checklist items needed to complete migration.

3.3.2.2 Migration Checklist
The seller shall develop a comprehensive migration checklist that will enumerate all major activities that must take place prior to, during, and after a migration.  The checklist should be made available for dissemination prior to the kick-off meeting described in Section 3.3.2.1 (“Transition Planning”).

3.3.2.3 Data Preparation and Validation
The seller shall prepare data provided from a completed migration checklist into a format that can be imported into the IPAM system.  Data preparation steps shall include documenting the process or methodology used to prepare the data so that the process can be replicated for the Migration as detailed in 3.3.2.6 below.  Additionally, the seller shall validate the data imported to the system fulfills the requirements of the IPAM system and produces operational configurations for DNS and DHCP.

3.3.2.4 Operational Readiness Review
The seller shall provide all assigned documentation and assist in the development and completion of all other work products necessary to participate in the Operational Readiness Review (ORR).  Additionally, the seller’s assigned personnel shall participate in the ORR to assist with any questions regarding delivered work products.

3.3.2.5 Migration Readiness Review 
The seller shall lead the activities and deliver applicable project work products that meet Migration Readiness Review (MRR) success criteria.  The MRR provides a “go-no go” decision point for the migration and must be agreed upon by the receiving organization authority prior to migration. 

3.3.2.6 Migration
The seller shall support the IPAM project and IPAM vendor in the development of baseline implementation procedures for the migrations. During migrations, the seller shall provide quality audits of the implemented procedures and provide feedback and recommend corrective actions to the project team. 

3.3.2.7 Migration Completion Review
The seller shall lead the activities and deliver applicable project work products that meet Migration Completion Review (MCR) success criteria.  The MCR provides the receiving organization’s authority a verified and validated operations hand-off point and formally identifies any gaps that must be closed. 

3.4 Operations
The seller shall assist UNITeS/NASA in resolving defects or issues identified in the operational system.  If the defect is determined to be a requirement gap of the system implementation, the seller shall assist in any gap analysis, change management, and regression testing needed to repair the defect.

4.0 VENDOR TECHNICAL REQUIREMENTS


The vendor will be required to demonstrate certain technical expertise and/or capabilities, which are enumerated below.

4.1 The vendor shall be required to demonstrate at least five (5) years previous experience in developing IP Address Management best practices for Federal civilian, international government departments or agencies and at least one Fortune 500 entity.  Of these five years, one (1) year must be associated with the NASA Agency IP Address Management (IPAM) project.  UNITeS reserves the right to contact these references.

4.2 The vendor shall be required to demonstrate at least five (5) years previous experience in performing discovery, analysis, design, training, and deployment of at least three different vendor IPAM solutions.

4.3 The vendor shall demonstrate expertise in the installation and configuration of BT-Diamond IP IPControl software.  The vendor shall demonstrate a competency in the custom configuration of the DNS, DHCP, user interface, and MySQL database components of the IPControl solution.

4.4 It is highly desirable that the vendor demonstrates knowledge of, and experience with, Cisco router, switch, and firewall configuration, routing protocols including BGP, EIGRP, OSPF, and RIP, and network flow technologies including RMON and NetFlow. 

4.5 It is highly desirable that the vendor demonstrates significant knowledge of, and experience with, FIPS Publication 200, Minimum Security Requirements for Federal Information and Information Systems”.  These guidelines are available online at http://nodis3.gsfc.nasa.gov/.

5.0 RESOURCE Requirements

The vendor shall be required to provide labor resources to support the technical requirements of the project. The vendor shall demonstrate the capability to provide various resources as described below.  Labor resources provided to support the effort contained within this SOW shall be required to validate and receive approval for their timecards with the project manager or designated project team members before submitting.

5.1 Key Resources

The following resources are consultants that will work both offsite and onsite at Marshall Space Flight Center. The vendor shall ensure that consultants are equipped with all resources to perform their duties including, but not limited to, laptop/portable computer, office software compatible with Microsoft Office data formats for Excel, Word, Visio, and PowerPoint, any and all discovery and design tools, and an e-mail tool equipped with PGP or GPG encryption plug-ins.  Due to the sensitive nature of the work being performed, data transfers shall occur between the vendor and NASA or its representatives over aforementioned encrypted e-mail, HTTP SSL-enabled file transfer mechanisms, or on-site physical media.  The vendor is not required to encrypt all e-mail with NASA, but only those e-mails which contain in their Subject, Body, or Attachments NASA IP address information.  Additionally, the resources are required to be able to travel to other NASA facilities.  Bidders should supply résumés, no longer than two U.S. Standard Letter pages in length, identifying individuals and a description of how they meet the requirements below.
5.1.1 Senior Consultant
5.1.1.1 Duties: Performs design, software architecture services, programming, and development-test for IP address management activities. Analyzes requirements data and works closely with customer to design systems capable of perform IP Address Management and ancillary activities.  Designs and implements data and process flow and interfaces with IPAM solutions and systems; tests, implements, and optimizes IPAM server topology with various network and security configurations, including proxy server, VPN, HTTP, HTTPS, SSL; designs and implements IPAM functions and processes compliant with FIPS Publication 200 and NASA NPG 2810 and other NASA guidelines; designs and implements center-specific interfaces to IPAM.

5.1.1.2 Mandatory Requirements: 

· U.S. citizenship

· Bachelor’s degree

· 7 years experience in IP address management and network architecture that includes each of the following demonstrable knowledge/skill sets

· 7 years of IP version 4 Address Allocation with ARIN

· 5 years of IP address management experience for federal government agencies

· 1 year of experience on the NASA agency IP address management project

· 5 years of  IP version 4 Multicasting

· 2 years of IP version 6 Address Allocation 

· 2 years of Autonomous System Number Allocation

· 2 years of experience with foreign Regional IP Registries including the RIPE NCC or APNIC

· Demonstrable experience with BT-Diamond IP (formerly INS) IPControl software

· ICMP

· TCP

· UDP

· NAT

· BGP

· DNS

· nmap

· whois

· dig

· OSPF

· EIGRP

· RIP

· SNMP

· RMON

· NetFlow

· Cisco IOS

· Cisco Catalyst OS

· Stateful Inspection Firewalls

· Proxy Servers/Firewalls

· Dynamic DNS

· ISC BIND

· DNSSEC

· DHCP

· HTTP

· SSH

· RedHat Linux

· Microsoft Windows OS

· Active Directory

5.1.1.3 Highly Desirable: 

· U.S. Secret Clearance

· Cisco Certified Network Engineer (CCNE)

· Cisco Certified Internetworking Expert (CCIE) or Juniper Networks Certified Internet Expert (JNCIE)

· Each of the following demonstrable knowledge/skill sets is highly desirable for this position:

· Use Cases

· UML

· HTML

· Javascript

· XML

· Oracle, MySQL, Postgres, or Microsoft SQL Server

· SSL

· SMTP

· MTU

· IP Fragmentation

· LDAP

· Solaris

· Debian, Ubuntu, or Gentoo Linux

· Mac OS X

· Ethereal or Wireshark

· NPG 2810

· FIPS Publication 200

· HSPD-12

· ISO9000

5.2 Augmentation Resources

In addition to the above Key Resources, the vendor shall provide a description of the vendor’s available resource pool for the tasks covered this SOW.  UNITeS/NASA may, at its discretion, request additional resources from the available resource pool be assigned to complete tasks under this Statement of Work.  UNITeS/NASA shall have the opportunity to evaluate a consultant that will be brought on the project and have the right to reject any consultant that is deemed not acceptable.

6.0 REporting Requirements

The vendor shall provide completed reports that adhere to the project status report template and are delivered on a bi-weekly (every two weeks) basis.   The report shall be delivered to the NASA Project Manager in Microsoft Word XP, or less, format no later than close of business on the Monday prior to a scheduled project team status meeting. 

7.0 Acceptance criteria

Failure to meet the project schedule deadlines due to vendor resource issues and/or conflicts may result in a cancellation of this procurement.  The vendor shall notify the NASA Contract Officer Technical Representative (COTR) no later than 2 weeks prior to a milestone that will be missed and document a reason for the missed milestone.  The NASA COTR will determine whether the reason for the missed goal is reasonable and notify procurement/contracting of the decision.

During the event of a mission freeze affecting execution of the SOW, the vendor shall coordinate with UNITeS/NASA to perform other tasking within this SOW.  

A. ATTACHMENT A – SITE LIST

	SITE
	City / State / ZIP
	Local airport CODES

	ARC
	Moffett Field, CA 94035-1000
	SJC, SFO

	DFRC
	Edwards AFB, CA  93523-0273
	BFL, LAX

	MAF
	New Orleans,  LA  70129
	MSY

	GRC
	Cleveland,  OH  44135
	CLE

	GSFC
	Greenbelt,  MD  20771
	IAD, BWI, DCA

	HQ
	Washington,  DC  20546
	IAD, BWI, DCA

	JPL
	Pasadena,  CA  91109-8099
	LAX, BFL

	JSC
	Houston,  TX  77058
	HOU, IAH

	KSC
	KSC,  FL  32899
	MCO

	LaRC
	Hampton,  VA  23681-0001
	ORF, IAD, BWI, DCA

	MSFC
	MSFC, AL  35824
	HSV, BNA, BHM

	SSC/NSSC
	SSC, MS  39529
	MSY, GPT

	WSC
	Las Cruces,  NM  88001
	ELP

	WSTF
	Las Cruces,  NM  88001
	ELP


B. ATTACHMENT B – PROJECT SCHEDULE

(SEE ATTACHED FILE IPAM-Schedule-20080723MigrationDates.pdf, SOW covers through 2009-09-30 tasks)
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